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METHOD AND APPARATUS FOR NETWORK LOAD-BALANCING 

TECHNICAL FIELD 
The invention relates to the field of communications 
5 systems and, more specifically, to an adaptive/iterative load- 
balancing method suitable for use in network management systems 
providing automatic route provisioning and/or manual route 
provi s i oning . 

10 BACKGROUND OF THE INVENTION 

Telecommunication networks and other networks are 
increasing in both size and complexity. It is anticipated that 
this trend will continue such that very large 

telecommunications networks having tens of thousands of nodes 

15 will become increasingly commonplace. Unfortunately, as such 
networks increase in size, the network management function also 
increases in complexity. This means that critical tasks such 
as provisioning (allocating resources to form a communications 
link) , restoration, reinstatement and the like, must be 

20 completed in a reasonable time using network management tools 
available to a network manager at a single location. 

In a manual provisioning mode, an operator specifies all 
details of a circuit such as end points, all links, time slots, 
and all network elements. The manual provisioning mode allows 

25 the operator to select a particular circuit providing a 

communication circuit for DS-1, DS-3, EC-1, OC-3 and other 
communications services. However, the manual provisioning mode 
is slow (the operator must select all links manually) and error 
prone (the operator may make an error in selecting these 

30 links) . 

In an automatic provisioning mode, the operator specifies 
end points (i.e., start node and end node) and type of circuit 
needed to provide the desired communication. A network manager 
system responsively examines all of the spare resources 
35 available in the network and selects the optimum path for the 
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requested circuit. This automatic provisioning mode requires 
the identification of all spare resources such as channels and 
communication links from the data base, the constructing of a 
graphical or other depiction of the spare resources within 
5 computer memory and the execution of a shortest path algorithm 
to find the optimum route. 

Within a telecommunications network comprising many 
network elements (NEs) or nodes, it is desirable to balance the 
network traffic such that the network elements or nodes are not 

10 over utilized. Unfortunately, provisioning algorithms do not 
properly account for system-wide network element loading 
levels. That is, present provisioning algorithms tend to over 
utilize some nodes and under utilize other nodes while 
attempting to provide a "shortest path" for provisioned 

15 circuits . 

Therefore, it is seen to be desirable to provide a method 
for provisioning a circuit in a manner that avoids over 
utilizing network elements or nodes. Additionally, it is seen 
to be desirable to adapt automatic provisioning and/or manual 
20 provisioning techniques in a manner that avoids over utilizing 
network elements or nodes. 

SUMMARY OF THE INVENTION 
The invention comprises a method and apparatus for 
25 provisioning a circuit in a manner that avoids over utilizing 
or overloading communications links between network elements 
(NEs) or nodes within a telecommunications or other network. 

Specifically, a method according to one embodiment of the 
invention comprises the step of: iteratively defining a circuit 
30 path between a source node and a destination node in a network 
comprising a plurality of nodes interconnected by links, where 
each link has associated with it a respective bandwidth 
utilization level, and where the links having bandwidth 
utilization levels exceeding a threshold level are not used to 
35 define the circuit path. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 depicts a high level block diagram of a 
communications system; 
5 FIG. 2 depicts a high level block diagram of a network 

manager suitable for use in the communications system of FIG. 
1; 

FIG. 3 depicts a graphical representation of a source 
node, an end node and a plurality of intervening nodes within a 
10 network; 

FIG. 4 comprises a flow diagram of a method of selecting a 
load-balanced shortest path according to an embodiment of the 
invention. 

To facilitate understanding, identical reference numerals 
15 have been used, where possible, to designate identical elements 
that are common to the figures. 

DETAILED DESCRIPTION OF THE INVENTION 
The subject invention will be described within the context 

20 of a telecommunication system comprising a large number of 
network elements or nodes interconnected in a mesh topology. 
However, it will be appreciated by those skilled in the art 
that the subject invention may be advantageously employed in 
any communications network in which provisioning of any form of 

25 communication may be utilized, such as telecommunication, data 
communication, streaming media communication and the like. 
Thus, it is contemplated by the inventors that the subject 
invention has broad applicability beyond the telecommunication 
network described herein. 

30 Provisioning (manual or automatic) comprises the process 

of selecting the start and end points (nodes) of a 
communication path, selecting all the nodes and links 
connecting the start and end nodes, finding the "best" 
communication path between the start and end nodes, and 

35 generating the commands to each of the nodes within the "best" 
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path such that cross-connects within the network cause the path 
to be formed, thereby enabling traffic flow through the 
provisioned circuit. It is noted that each link typically 
comprises a plurality of channels, and that each channel 
typically has time slots that can be reserved. 

The provisioning of a circuit is a network management 
layer function within the telecommunications management network 
(TMN) standards, described in more detail in International 
Telecommunications Union (ITU) standard documents such as 
recommendation M.3010 and related documents, which are 
incorporated herein by reference in their entireties. It is 
noted that the TMN functional layers also include a service 
management layer which is above, and interacts with, the 
network management layer. Therefore, in the case of TMN 
management at the service management layer, the network 
management layer functions may not be performed manually. 

FIG. 1 depicts a high level block diagram of a 
communications system. Specifically, the communications system 
100 of FIG. 1 comprises a database 110, a network manager or 
controller 120, a plurality of work stations 13 0 ± through 13 0 n 
(collectively work stations 130), a communications link 134 and 
a multi-node communication network 140. 

The multi-node communication network 140 comprises a 
plurality of network elements (NE) denoted as network elements 
NE X through NE X (collectively network elements NE) . Also 
depicted is a start-node SN and an end-node EN. As will be 
discussed in more detail below with respect to FIGS. 3 and 4, 
the invention operates to determine the shortest path between a 
source (start) node and a destination (end) node for 
provisioning a circuit in a manner that adapts to the bandwidth 
utilization or "loading" placed upon each link connecting the 
source node, destination node, and intervening nodes. In this 
manner, the invention operates to insure that each link within 
the provisioned circuit is operating at a loading level below a 
threshold value. It is noted that the threshold level may be 
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adapted (i.e., increased or decreased) in response to, for 
example, calculated circuit paths being too long (e.g., a 
calculated circuit path comprising 50% more nodes than a 
circuit path calculated without respect to link loading 
5 conditions) . 

The multi-node communication network 140 is coupled to the 
network manager 120 via signal path S3. The network manager or 
controller 120 is used to manage various network operations 
such as the routing of communications and other functions. 

10 Specifically, in one embodiment, the multi-node communication 
network 140 comprises a large number of network elements where 
each communication to be transmitted from a start network 
element or start-node to an end network element or end-node 
requires the determination by the network manager 120 of an 

15 appropriate communications path. 

The database 110 may comprise a standard mass storage 
device, such as a redundant array of inexpensive devices (RAID) 
or other known mass storage device cooperating with a data base 
program such as the Oracle data base provided by Oracle 

20 Corporation of Redwood Shores, California. All that is 

necessary is that the database 110 be able to communicate with 
the network manager 12 0 in a manner facilitating the storage 
and retrieval of information, such as characterization and 
control information pertaining to the multi-node communication 

25 network 140 including loading information regarding the various 
links interconnecting the nodes in the network. In one 
embodiment of the invention, the data base 110 stores 
information pertaining to each node within the multi-node 
communication network 140 and, more particularly, to the type 

30 of links connecting the nodes, the type of channels provided by 
these links and the loading or bandwidth utilization of the 
respective links and/or channels. The data base 110 also 
stores information pertaining to the availability of time slots 
for the various links and/or channels used to communicate 

35 between nodes . 
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Each of the work stations 130 communicates with the 
network manager 120 via, for example, a computer network. It 
will be appreciated by those skilled in the art that more or 
fewer work stations 130 may be provided. 
5 Each of the work stations 130 may comprise, for example, a 

terminal used by a network operator to request the provisioning 
of communication circuits between start-nodes and end-nodes in 
response to, for example, requests for such circuits from 
network users. The work stations 130 may also comprise 

10 interfaces between network system users and customers and the 
network manager 120. Within the context of the present 
invention, the work stations 13 0 are used to provide 
information to the network manager or controller 120 indicative 
of at least the start node and end node of a circuit to be 

15 provisioned, as well as any quality of service (QOS) or other 
transmission parameters associated with that circuit. Broadly 
speaking, all that is necessary to practice the present 
invention is a communication from some entity, such as a work 
station 130, indicative of the start node and end node of a 

20 circuit to be provisioned. 

The network manager 12 0 and database 110 of the 
communications system 100 of FIG. 1 are depicted as separate 
functional entities. However, it will be appreciated by those 
skilled in the art that the network manager 120 and database 

25 110 may be combined within a single functional entity. Thus, 
the network manager 120 and database 110 may be operably 
combined to form a network management apparatus suitable for 
managing the multi-node communication network 140 according to 
the present invention. 

30 In one embodiment, the network manager 120 comprises, 

illustratively, an Integrated Transport Management Network 
Manager (ITM-NM) manufactured by Lucent Technologies, Inc. of 
Murray Hill, New Jersey. In this embodiment, the network 
manager 12 0 implements network management layer functions 

35 according to, for example, the Telecommunications Management 
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Network (TMN) standards described in the International 
Telecommunications Union (ITU) recommendation M.3010 and 
related documents, which are incorporated herein by reference 
in their entirety. Thus, the network manager 12 0 is used to 
5 manage all network elements within the communications system 
100 of FIG. 1, both individually and as a set of network 
elements. The network manager 12 0 can include or be 
operatively coupled to various element management systems EMS 1 
through EMS n (collectively the element management systems EMS) 

10 according to the various management layer functions described 
in the TMN standard. 

FIG. 2 depicts a high level block diagram of a network 
manager or controller suitable for use in the communications 
system 100 of FIG. 1. Specifically, the exemplary network 

15 manager or controller 120 of FIG. 2 comprises a processor 120-4 
as well as memory 12 0-8 for storing various network management 
and control programs 12 0-8P. The processor 120-4 cooperates 
with conventional support circuitry 120-3 such as power 
supplies, clock circuits, cache memory and the like as well as 

20 circuits that assist in executing the software routines stored 
in the memory 120-8. As such, it is contemplated that some of 
the process steps discussed herein as software processes may be 
implemented within hardware, for example, as circuitry that 
cooperates with the processor 120-4 to perform various steps. 

25 The network manager 120 also contains input-output (I/O) 

circuitry 120-2 that forms an interface between the various 
functional elements communicating with the network manager 120. 
For example, in the embodiment of FIG. 1, the network manager 
120 communicates with a database 110 via a signal path SI, each 

30 of a plurality of work stations 130 via signal path S2 and the 
communication network to be managed 140 via signal path S3. 

Although the network manager 120 of FIG. 2 is depicted as 
a general purpose computer that is programmed to perform 
various network management functions in accordance with the 

35 present invention, the invention can be implemented in hardware 
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as, for example, an application specific integrated circuit 
(ASIC) . As such, the process steps described herein are 
intended to be broadly interpreted as being equivalently 
performed by software, hardware, or a combination thereof. 
5 The network manager 120 of the present invention 

communicates with the various work stations 130 such as those 
being used by network operators servicing customers requesting 
specific connections. 

FIG. 3 depicts a graphical representation of circuit 
10 comprising a source node, an end node and a plurality of 
intervening nodes within a network. Specifically, FIG. 3 
depicts a network 300 comprising a plurality of nodes denoted 
as nodes A through R. Circuit paths or links exist between 
some of the nodes, but not all of the nodes (though each node 
15 is coupled to at lest two other nodes) . Circuit links are 

denoted by two letters indicative of the nodes connected by the 
^ respective circuit link. 

fe In the network 300 of FIG. 3, a circuit is to be 

W provisioned between a start node (node A) and an end node (node 

Jj 20 G) . The shortest path between nodes A and G is the path through 
C 5 the following nodes A-H-I-J-G. However, according to the 

jK invention, if the bandwidth utilization level or "load" on any 

of the links connecting nodes A through G has reached or 
exceeded a preset threshold level, such as 50% bandwidth 
25 utilization level, then another shortest or "next shortest" 
path is found where the load is found, such that the threshold 
level is honored. As depicted in FIG. 3, the next shortest 
path between nodes A and G is the path through nodes A-B-C-D-E- 
G. It is noted that the first shortest path traverses three 
30 intervening nodes (H, I and J) , while the next shortest path 
traverses four intervening nodes (B, C, D and E) . The next 
shortest path A-B-C-D-E-G is formed by coupling nodes A and B 
via path AB, nodes B and C via path BC, nodes C and D via path 
CD, nodes D and E via path DE, and nodes E and G via path EG. 
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With respect to the load balancing aspects of the 
invention, the threshold level for determining whether a link 
between the two nodes is over utilized may be predetermined or 
user settable. Moreover, the threshold level preferably is 
5 defined with respect to the type of link joining the two nodes. 
Additionally, the threshold level preferably applies to each of 
the digital links used to connect the start node, end node and 
intervening nodes . 

It is noted that the threshold level is a measure for a 

10 digital link, not a measure of the aggregate of links between 
two nodes. That is, the threshold level is applied to the 
specific digital link between two nodes contemplated to be used 
within the provisioned circuit. Where multiple links between 
two nodes exist, alternate links may be used or the multiple 

15 links may have associated with them different threshold levels, 
depending on the technology used to provide each link. In this 
manner, the "shortest path" algorithm and threshold level 
comparison are used in an iterative fashion whereby each link 
determined to be appropriate according to the shortest path 

20 algorithm is compared to a corresponding threshold level to 
determine if the link is, in fact, appropriate with respect to 
the bandwidth utilization level of the link. If the link is 
over utilized or otherwise inappropriate, then a different link 
may be selected for use in the shortest path algorithm. In 

25 this manner, those links following an inappropriate or over 
utilized link do not have to be processed by the shortest path 
algorithm. 

FIG. 4 comprises a flow diagram of a method of selecting a 
load-balanced shortest path according to an embodiment of the 
30 invention. Specifically, the method 400 of FIG. 4 utilizes 

existing shortest path algorithms in an iterative fashion such 
that each link of a proposed shortest path is checked for 
loading prior to inclusion within a provision circuit. 

The method 400 of FIG. 4 is entered at step 402 and 
35 proceeds to step 404, where all links for a shortest path 
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determination are accepted. That is, at step 404, none of the 
possible or acceptable links used to provide a circuit path 
between a source node and a destination node are excluded from 
consideration by the shortest path algorithm. The method 400 
5 then proceeds to step 406. 

At step 406, at least one link of the shortest path 
between the source node and the destination node is determined 
using the presently accepted links. In one embodiment of the 
invention, only a single link (i.e., a next link) extending 

10 from the node connected to a previously processed link is 

determined. In another embodiment of the invention, a larger 
portion or an entirety of a "shortest path" between the node 
connected to the processed link and the end node is determined. 
In the case of step 406 being executed for the first time to 

15 determine an entire path, the determined shortest path 

comprises a "ideal" shortest path. This ideal shortest path 
comprises the shortest path between the start node and the end 
node based primarily on the topology of the network and 
excluding any consideration of the bandwidth utilization levels 

20 of the links used to provide such path. The method 400 then 
proceeds to step 408. 

During the process of constructing an acceptable shortest 
path between the source node and the destination node, a 
presently calculated "acceptable" path is formed beginning with 

25 the source node and proceeding toward the destination node. 

During the formation of this path, the last or terminal node of 
a path so formed comprises the last node of a path connected to 
the source node via one or more accepted links. It is noted 
that for each iteration of the method, a single next link 

30 (coupling the terminal node to a next node) and a plurality of 
next links (coupling the terminal node to a respective 
plurality of next nodes or an entire group of links necessary 
to couple the terminal node to the destination node via as many 
intervening nodes and links as necessary) may be provided. 
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At step 408, the loading of the first or next link in the 
calculated shortest path is determined. That is, if step 408 
is being executed for the first time, then the loading of the 
first link in the determined shortest path is determined. The 
5 first link comprises a link between the source node and the 
first node within the determined shortest path. If step 408 
has been previously executed, then the next link loading is 
determined. For example, in the case of step 408 being 
executed for the second time, the next link comprises the link 

10 bridging the node connected to the first link and the next 
node. The method 400 then proceeds to step 410. 

At step 410, a query is made as to whether the loading of 
the link determined at step 408 is less than or equal to a 
threshold level, such as 30%, 50%, 70%, 100% or some other 

15 value. If the query at step 410 is answered affirmatively, 

then the method 400 proceeds to step 414. If the query at step 
410 is answered negatively, then the method 400 proceeds to 
step 412. 

At step 412, the link having a loading determined at step 

20 408 is rejected for consideration for the circuit being 

provisioned. The method 400 then proceeds to step 406, where 
the shortest path between the source node and destination node 
is determined using accepted links. The second and subsequent 
executions of step 406 may utilize the links already determined 

25 to have loading levels below their respective threshold levels 
or by recalculating the entire circuit path. Preferably, the 
method of the present invention is performed by recalculating 
the shortest path using links that are known to be loaded below 
their respective threshold levels. 

30 At step 414 the link having a loading level determined at 

step 408 is accepted for use in the circuit being provisioned. 
The method 400 then proceeds to step 416, where a query is made 
as to whether the path is now complete. That is, at step 416, 
a query is made as to whether the link accepted at step 414 

35 comprises the final link between a penultimate node and the 
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destination or end node. If the query at step 416 is answered 
negatively, then the method 400 proceeds to step 408. If the 
query at step 416 is answered affirmatively, then the method 
400 proceeds to step 418. 
5 At step 418, a query is made as to whether the path of the 

circuit defined by the iterative process described above with 
respect to FIGS . 406 through 416 is too long. For example, if 
the path completed using the iterative process is greater than 
40%, 50%, 60%, 100% or some other percentage (or distance, 
10 latency or other metric) longer than an initially determined or 
"ideal" shortest path (i.e., a shortest path between the source 
node and destination node determined without regard to 
loading) , then the path may be deemed to be too long. If the 
H query at step 418 is answered affirmatively, then the method 

m 15 400 proceeds to step 420. If the query at step 418 is answered 
Cl negatively, then the method 400 proceeds to step 422. 

!J At step 420, the threshold levels of one or more of the 

\j links are adjusted. That is, assuming that a default threshold 

^ level of 50% loading has been used to accept or exclude links 

S 20 for purposes of provisioning a circuit and that the resulting 
RJ circuit path has been deemed to be too long at step 418. In 

If this instance, the threshold level applied to one or more of 

C3 the links may be increased (or decreased) to any level up to 

100%. The actual increase in threshold level is preferably 
25 made by examining the type of links available for use in 
provisioning a circuit and modifying the threshold levels 
accordingly. It should be noted that the threshold level for 
each of the links between intervening nodes need not be the 
same, and that individual threshold levels, groups of threshold 
30 levels, or the entirety of the threshold levels associated with 
the links interconnecting the intervening nodes may be 
adjusted. The method 400 then proceeds to step 404. If the 
query at step 418 is answered negatively, then the method 400 
proceeds to step 422 where the circuit is provisioned and 
35 tested. The method exits at step 424. 
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An example of threshold level adjustment (per step 420) 
will now be discussed. Assume that an OC-3 digital link is 
configured as 3DS/3 links. In this instance, the threshold 
levels for the link can be one or two DS3 s , which equates to a 
5 threshold level of 33% and 67%, respectively. If the threshold 
level is set at 50%, then only one of the three DS-3 links may 
be deployed to meet the load-balancing threshold. If the 
threshold level is raised to 75%, then two of the three DS-3s 
may be deployed. If the threshold level is 100%, then all 

10 three DS-3s may be deployed. Similarly, if an OC-3 digital 

link is configured as two DS-3s and 28 DS-ls, the threshold for 
DS-3 can be one or two DS-3s, while the threshold for the DS-1 
links can be 1 to 28 DS-ls. If the OC-3 digital link is 
configured for a single DS-3 and 56 DS-ls, then the threshold 

15 level for the DS-3 is one (i.e., 100%), while the threshold for 
the DS-ls may be 1 to 56 DS-ls. If the OC-3 digital link is 
configured as 84 DS-ls, then the threshold level may be set as 
2 to 83 DS-ls, and there is no DS-3 available. In each of 
these examples, it is noted that the "granularity" of the 

20 threshold level is determined with respect to the type of 

digital link used and the configuration of that digital link. 
Thus, in determining threshold levels to be used in comparing 
loading levels at step 410, it is important to understand the 
type of digital links offered by the network and the 

25 configuration of those digital links. 

Although various embodiments which incorporate the 
teachings of the present invention have been shown and 
described in detail herein, those skilled in the art can 
readily devise many other varied embodiments that still 

30 incorporate these teachings. 
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WHAT IS CLAIMED IS: 

1. A method, comprising the step of: 

iteratively defining a circuit path between a source node 
5 and a destination node in a network comprising a plurality of 
nodes interconnected by links, where each link has associated 
with it a respective bandwidth utilization level, and where 
links having bandwidth utilization levels exceeding a threshold 
level are not used to define said circuit path. 

10 

2. The method of claim 1, further comprising the steps of: 
determining an ideal shortest path between the source node 

f~= and destination node; 

comparing the ideal shortest path to the iteratively 
S~ 15 defined circuit path; and 

Q in the case of said iteratively determined circuit path 

2f exceeding said ideal path by a threshold amount, adjusting said 

vj threshold level and repeating said step of iteratively defining 

s said circuit path. 

S 20 

Py 3. The method of claim 2, wherein said iteratively defined 

X circuit path is compared to said ideal circuit path by 

fg comparing the number of intervening nodes within each 

respective circuit path. 

25 

4. The method of claim 3, wherein said threshold amount 
comprises a predetermined increase in the number of intervening 
nodes . 

30 5. The method of claim 2, wherein said iteratively defined 
circuit path is compared to said ideal circuit path by 
comparing the latency within each respective circuit path. 

6. The method of claim 2, wherein said iteratively defined 
35 circuit path is compared to said ideal circuit path by 
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comparing the number of links within each respective circuit 
path. 

7. A method, comprising the steps of: 
5 determining a shortest path between a source node and a 

destination node, said shortest path comprising a plurality of 
intervening nodes coupled by respective links; 

determining whether a respective bandwidth utilization 
level for each link within said circuit path is below a 
10 threshold level; and 

adapting said circuit path to avoid using links having 
respective bandwidth utilization levels above said threshold 
level . 

15 8. The method of claim 7 , further comprising the step of: 
determining whether a circuit path formed using links 

having respective bandwidth utilization levels below said 

threshold level exceeds an ideal shortest circuit path by a 

threshold amount; and 
20 in the case of said circuit path exceeding said ideal 

path, adjusting said threshold levels and recalculating said 

circuit path. 

9. The method of claim 8, wherein said calculated circuit 
25 path is compared to said ideal circuit path in terms of at 
least one of a number of nodes within said circuit paths, a 
latency associated with communications within said circuit 
paths and a number of links within said circuit paths. 

30 10. A method, comprising the steps of: 

selecting, according to a shortest path algorithm, at 
least one link within a circuit path between a starting node 
and a destination node within a network comprising a plurality 
of nodes; 
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determining whether each selected link has associated with 
it a bandwidth utilization level exceeding a threshold level; 

rejecting each selected link having associated with it a 
bandwidth utilization level exceeding said threshold level; and 
5 repeating said steps of selecting and determining until a 

circuit path between said starting node and said destination 
node has been determined. 



11. The method of claim 10, further comprising the step of 

10 increasing said threshold level in response to said determined 
circuit path exceeding an ideal circuit path by a predetermined 
amount . 

12. The method of claim 11, wherein said predetermined amount 
15 comprises a difference in at least one of the number of nodes 

within said circuit paths, the latency associated with 
communications within said circuit paths and the number of 
links within said circuit paths. 

20 13. The method of claim 10, wherein said step of selecting 
comprises the step of selecting, according to said shortest 
path algorithm, each link within a circuit path between the 
last node of a partially formed circuit path and said 
destination node. 

25 

14. A method for determining a circuit path between a source 
node and a destination node in a network comprising a plurality 
of nodes interconnected by links, said method comprising the 
steps of : 

30 (a) selecting, according to a shortest path algorithm, an 

available link to a next node within said circuit path; 

(b) determining if said selected link has associated with 
it a bandwidth utilization level below a threshold level; 
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(c) rejecting said selected link in the case of said 
respective bandwidth utilization level being below said 
threshold level; and 

(d) repeating steps (a) through (c) until a circuit path 
between said starting node and destination node has been 
determined. 

15. The method of claim 14, further comprising the step of: 

(e) determining if said circuit path exceeds an ideal 
circuit path by a predetermined amount; and in the case of said 
circuit path exceeding said ideal circuit by said predetermined 
amount, adjusting said threshold levels and repeating steps (a) 
through (d) . 

16. The method of claim 15, wherein said predetermined amount 
comprises a difference in at least one of the number of nodes 
within said circuit paths, the latency associated with 
communications within said circuit paths, and the number of 
links within said circuit paths. 

17 . A computer readable medium storing a software program 
that, when executed by a computer, causes the computer to 
perform a method comprising: 

iteratively defining a circuit path between a source node 
and a destination node in a network comprising a plurality of 
nodes interconnected by links, where each link has associated 
with it a respective bandwidth utilization level, and where 
links having bandwidth utilization levels exceeding a threshold 
level are not used to define said circuit path. 

18. The method of claim 17, further comprising the steps of: 
determining an ideal shortest path between the source node 

and destination node; 

comparing the ideal shortest path to the iteratively 
defined circuit path; and 
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in the case of said iteratively determined circuit path 
exceeding said ideal path by a threshold amount, adjusting said 
threshold level and repeating said step of iteratively defining 
said circuit path. 

5 

19 . Apparatus , comprising : 

a network manager, for determining a circuit path between 
a source node and a destination node within a network 
comprising a plurality of nodes; and 

10 a data base, for storing a respective bandwidth 

utilization level for each of a plurality of links 
interconnecting said nodes; 

said network manager determining said circuit path by 
iteratively selecting appropriate next nodes according to a 

15 shortest path algorithm, determining whether a link 

communicating with said selected next node has associated with 
it a bandwidth utilization level exceeding a threshold level, 
and selecting an alternative next node in the case of said link 
having associated with it a bandwidth utilization level 

20 exceeding said threshold level. 

20. The apparatus of claim 19, wherein: 

in the case of a plurality of alternative next nodes 
having respective links with bandwidth utilization levels above 
25 said threshold level, adjusting said threshold level. 
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ABSTRACT 

A method and apparatus for determining a circuit path 
between a source node and a destination node within a network 
comprising a plurality of nodes by iteratively selecting 
appropriate next nodes using a shortest path algorithm and 
accepting or rejecting the selected next node based upon the 
bandwidth utilization level of the communications link to the 
next node. In the case of a lack of acceptable communication 
links or a determined circuit path exceeding an ideal circuit 
path by a predetermined amount, the threshold levels defining 
acceptable links are adjusted. 
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IN THE UNITED STATES 
PATENT AND TRADEMARK OFFICE 

Declaration and Power of Attorney 
As the below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to 
my name. 

I believe I am the original, first and sole inventor of the subject matter which is 
claimed and for which a patent is sought on the invention entitled METHOD AND 
APPARATUS FOR NETWORK LOAD-BALANCING the specification of which is 
attached hereto. 

I hereby state that I have reviewed and understand the contents of the above 
identified specification, including the claims, as amended by an amendment, if any, 
specifically referred to in this oath or declaration. 

I acknowledge the duty to disclose all information known to me which is 
material to patentability as defined in Title 37, Code of Federal Regulations, 1 .56. 

I hereby claim foreign priority benefits under Title 35, United States Code, 119 
of any foreign application(s) for patent or inventor's certificate listed below and have 
also identified below any foreign application for patent or inventor's certificate having 
a filing date before that of the application on which priority is claimed: 

None 

I hereby claim the benefit under Title 35, United States Code, 120 of any 
United States application(s) listed below and, insofar as the subject matter of each of 
the claims of this application is not disclosed in the prior United States application in 
the manner provided by the first paragraph of Title 35, United States Code, 112, I 
acknowledge the duty to disclose all information known to me to be material to 
patentability as defined in Title 37, Code of Federal Regulations, 1 .56 which became 
available between the filing date of the prior application and the national or PCT 
international filing date of this application: 

None 

I hereby declare that all statements made herein of my own knowledge are 
true and that all statements made on information and belief are believed to be true; 
and further that these statements were made with the knowledge that willful false 
statements and the like so made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States Code and that such willful false 
statements may jeopardize the validity of the application or any patent issued 
thereon. 
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I hereby appoint the following attorney(s) with full power of substitution and 
revocation, to prosecute said application, to make alterations and amendments 
therein, to receive the patent, and to transact all business in the Patent and 
Trademark Office connected therewith: 



Thomas J. Bean (Reg. No. 44528) 

Lester H. Birnbaum (Reg. No. 25830) 

Richard J. Botos (Reg. No. 32016) 

Jeffery J. Brosemer (Reg. No. 36096) 

Kenneth M. Brown (Reg. No. 37590) 

Donald P. Dinella (Reg. No. 39961) 

Guy Eriksen (Reg. No. 41736) 

Martin I. Finston (Reg. No. 31613) 

William S. Francos (Reg. No. 38456) 

Barry H. Freedman (Reg. No. 26166) 

Julio A. Garceran (Reg. No. 371 38) 

Jimmy Goo (Reg. No. 36528) 

Anthony Grillo (Reg. No. 36535) 

Stephen M. Gurey (Reg. No. 27336) 

John M. Harman (Reg. No. 38173) 

Matthew J. Hodulik (Reg. No. 36164) 
Michael B. Johannesen (Reg. No. 35557) 

Mark A. Kurisko (Reg. No. 38944) 

Irena Lager (Reg. No. 39260) 

John B. Maclntyre (Reg. No. 41 170) 
Christopher N. Malvone (Reg. No. 34866) 

Scott W. McLellan (Reg. No. 30776) 

Martin G. Meder (Reg. No. 34674) 

John C. Moran (Reg. No. 30782) 

Michael A. Morra (Reg. No. 28975) 

Gregory J. Murgia (Reg. No. 41209) 

Claude R. Narcisse (Reg. No. 38979) 

Joseph J. Opalach (Reg. No. 36229) 

Neil R. Ormos (Reg. No. 35309) 

Eugen E. Pacher (Reg. No. 29964) 

Jack R. Penrod (Reg. No. 31864) 

Gregory C. Ranieri (Reg. No. 29695) 

Scott J. Rittman (Reg. No. 39010) 
Ferdinand M. Romano (Reg. No. 32752) 

Eugene J. Rosenthal (Reg. No. 36658) 

Bruce S. Schneider (Reg. No. 27949) 

Ronald D. Slusky (Reg. No. 26585) 

David L. Smith (Reg. No. 30592) 
Ozer M. N. Teitelbaum (Reg. No. 36698) 

John P. Veschi (Reg. No. 39058) 
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David Volejnicek 
Charles L. Warren 
Jeffrey M. Weinick 
Eli Weiss 



(Reg. No. 29355) 
(Reg. No. 27407) 
(Reg. No. 36304) 
(Reg. No. 17765) 



I hereby appoint the attorney(s) on ATTACHMENT A as associate attorney(s) 
in the aforementioned application, with full power solely to prosecute said 
application, to make alterations and amendments therein, to receive the patent, and 
to transact all business in the Patent and Trademark Office connected with the 
prosecution of said application. No other powers are granted to such associate 
attorney(s) and such associate attorney(s) are specifically denied any power of 
substitution or revocation. 



Full name of 1st joint inventor: Ted Chongpi Lee 



Inventor's 
signature^ 





Residence: 15 Apple Grove Drive, Holmdel, New Jersey 07733 



Citizenship: U.S.A. 



Post Office Address: 



15 Apple Grove Drive, Holmdel, New Jersey 07733 



Full name of 2 joint inventor: Chin-Yeh Chi 





Date 



Citizenship: U.S.A. 



Post Office Address: 



2 American Way, Holmdel, New Jersey 07733 
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Full name of 3 rd joint inventor: Chinh Q. Le 

Inventor's cJ ^ n \ ^ „ . 

signature ^'^O^ Date QIJZS/zcoz 

Residence: 6 Pope Road, Bridgewater, New Jersey 08807 

Citizenship: Vietnam 

Post Office Address: 6 Pope Road, Bridgewater, New Jersey 08807 



Full name of 4th joint inventor: Arun K. Rai 

signature U^JT^Zl Date O^J^joo 

Residence: 15 Cherrywood Drive, Piscataway, New Jersey 08854 
Citizenship: India 

Post Office Address: 15 Cherrywood Drive, Piscataway, New Jersey 08854 
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ATTACHMENT A 



Attorney Name(s): EamonJ.Wall Reg. No.: 39,414 

Raymond R. Moser, Jr. 34,682 

Kin-Wah Tong 39,400 

Wan Yee Cheung 42,410 

Glenn B. Foster 32,676 



Telephone calls should be made to EAMON J. WALL at: 
Phone No.: 732-530-9404 
Fax No.: 732-530-9808 



All written communications are to be addressed to: 

THOMASON, MOSER & PATTERSON, LLC 
595 Shrewsbury Avenue, 1 st Floor 
Shrewsbury, New Jersey 07702 
Attention: Eamon J. Wall 
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